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Abstract.1 The submission describes aspects of an analysis of the 
violent breakdown of a criminal group, undertaken as part of the 
project GLODERS (www.gloders.eu) which provided a set of 
computational tool for analysis and simulation of extortion racket 
systems (ERS). Task of the research included studying intra-
organizational norms within criminal networks and organizations. 
The analysis of the breakdown of a criminal group revealed 
theoretical insights in one of the most important theoretical 
concepts in the social sciences: social norms. The very fact that a 
criminal group operates outside the state monopoly of violence 
generates an ambiguity that hampers the recognition of sanctions.  

1 INTRODUCTION  

The paper describes part of the project GLODERS aimed at 

developing ICT models for the comprehension of norms regulating 

the relations between civil society and organized crime as well as 

the norms regulating the internal relations within organized crime 

groups. Here we concentrate on the analysis of the intra-

organizational norms within criminal groups. For this purpose a 

participatory modelling approach had been used [1]. In close 

collaboration with stakeholders from police forces a case study of 

the collapse of criminal group had been analyzed. The analysis 

revealed that normative codes of procedure are constituted by 

violence [2].  

This finding provides insight for sociological theory in general: 

It has often been claimed that punishment is a central mechanism 

for the constitution of social order [3-5]. In particular in rational 

choice theories of norms the notion of sanctions is a central 

theoretical element [6]. Norms are perceived as a certain degree of 

behaviour regularity within a group that is ensured by sanctioning 

norm deviation [7]. Thus it is a theory of norm enforcement. While 

it is acknowledged the individuals might comply with norms even 

in the absence of sanctions, ultimately the validity of norms refers 

to the notion of sanctions or at least the risk of being sanctioned as 

a norm enforcement mechanism [7-10]. Sanctioning deviant 

behaviour is not only allowed but even requested. Thus sanctions 

are a central theoretical concept in a rational choice account of 

norms. However, the notions of sanctions itself is commonly 

regarded as unproblematic. Typically it is not further explained 

what behavioural patterns constitute sanctions. Rather they are 

treated as a theoretical terminus which is introduced to explain 

further observations such as norm conformity [11-13].  

However, the research on criminal groups revealed that 

empirically sanctions are an ambiguous concept that requires 
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certain preconditions. Namely, ambiguity needs to be resolved by 

the existence of a legitimate normative code of procedure. The 

classical role model is the legal code constituted by a state 

monopoly of violence. However, exactly this precondition is not 

met in the case of criminal groups as they operate outside the state 

monopoly of violence. For this reason the violent constitution of a 

normative code of procedure remains ambiguous: Recognition of 

sanctions depends on an error prone process of interpretation. The 

empirical case shows that sanction recognition is an ambiguous 

process. In the absence of a state monopoly of violence it is likely 

to be error prone.  

During the GLODERS project this interpretation process had 

been analyzed by simulation, which currently remains a black-box 

in normative agent-based simulation models.  

2 PRIOR RESEARCH 

Normative agent-based simulation models can broadly be 

characterized by two categories: On the one hand models inspired 

by evolutionary game theory with a theoretical background in 

rational choice theory. On the other hand models cognitively richer 

models with a background in artificial intelligence and cognitive 

science. Certainly this is only a tendency and not a clear-cut 

disjunction [14].  

A game theoretical setting is characterised by a strategic 

decision situation in which the benefit of the individual decision is 

dependent on the decision of other agents. In classical cooperation 

games agents face a binary decision situation to cooperate or 

defect. Typically agents would yield higher returns of (somehow 

measured) utility if both (in two player games) or all (in N-player 

games) agents would cooperate. However, at least in the short 

term, defection yields higher returns in terms of individual utility if 

the other agent(s) do not cooperate. Yet, since agents cannot 

control the decision of the other agent, they are trapped in a non-

optimal equilibrium of defection. Individually the players would 

lose utility values if the decide to cooperate independent of the 

decision of the other agents. In such a situation a social force of 

normative prescriptions to cooperate might push agents away from 

mutual defection.  

Agent-based models have extensively been used in evolutionary 

game theory. Simulation models have been applied in iterated N-

person games to study the evolution of norms [14]. Already in 

1986 Axelrod has set the frame with a prototypical model of norms 

and so-called meta-norm games [15]. In the norms game an agent 

is has the options to defect or not defect. With a certain probability 

defection can be observed by other agents. These decide to punish 

or not to punish the defector. In case of punishment the defector 
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receives a negative payoff while the punishing agent has to pay a 

certain cost for the effort of punishing to capture the intuition that 

also punishing involves some efforts. In simulation experiments 

agents reproduce differentially dependent on their success. It is 

investigated whether the system of agents in this game arrive at a 

state of in which no defecting agents survive. The emergence of a 

behavioural regularity is interpreted as the emergence of norms. 

Results reveal that this is not the case. For this reason a further 

game is introduced, the meta-norms game in which also agents can 

be punished which do not punish a defector. In simulation 

experiments this game seemed to suffice for the emergence of 

norms [However see 16]. This brief example shall highlight the 

structure of the agents’ actions and decision: Agents face three 

possible actions: first of all agents decide to cooperate or defect. In 

this setting the norm prescribes to cooperate. Furthermore agents 

can decide to sanction. Sanctioning is typically modelled in terms 

of numerical values, i.e. the sanctioned agent looses a certain 

amount of numerical utility. Thus agents calculate and react to their 

utility gains. How sanctioning reduces utility values is not made 

explicit. In consequence agents immediately realise if they have 

been sanctioned. While recent research on evolutionary game 

theoretical models show that altruistic behaviour may emerge in 

certain circumstances even in the absence of sanctions [17,18], also 

these model do not explain sanctions. The message that can be 

taken away for the purpose of this paper is that sanctioning is 

perceived as unambiguous. 

Models based in cognitive science apply a more differentiated 

concept of norms. Rather than being reduced to cooperative 

behaviour norms can be recognized by agents as a cognitive 

concept, i.e. it is a deontic belief that people ought to behave in a 

certain way. In this manner it is possible to model for instance 

norm innovation as the acquisition of a new deontic belief [19,20]. 

In both frameworks agents learn norms by being faced with 

sanctions in correspondence to certain behaviour. In [21,22] the 

deontic concept of norms is applied for studying the effectiveness 

of sanctions. Basically a game theoretical setting is extended with a 

deontic message, informing the victim about the normative reason 

for the punishment. On a more conceptual level [23] develops a 

sophisticated process of normative reasoning. [24] develops a 

cognitive model for differentiating different types of motivation for 

sanctioning behaviour. Thus, typically the cognitive models 

concentrate on the reverse side of the process involved in 

sanctioning: The active side of the punishing agent. If the punished 

agent is considered as in case of models of normative learning 

agents need to identify norm violations but not interpret the act of 

punishment itself. A notable exception can be found in [25] which 

documents experiments on the likelihood to accept punishments 

based on desire for others’ esteem and to meet others expectations. 

This is closely related to the question sanction recognition. 

However, also here others’ aggression is equal to punishment   

3 EMPIRICAL DATA 

In the following an example from research on intra-

organizational norms in criminal group will show the ambiguity 

inherent in the recognition of sanctions.  Data had been police files 

of a criminal investigation. The criminal activities consisted of 

drug trafficking and laundering the illegal money gained in the 

drug business. Drug trafficking was undertaken by ‘black collar 

criminals’ with access to the production and distribution of drugs. 

‘White collar criminals’ were ordinary businessmen responsible for 

the money laundering. The psychological techniques applied to 

draw them in the illegal world beyond a point of no return will not 

be subject here [26]. Police files identified (at least) one white 

collar criminal working in the real estate business. It is important 

that the real estate trader had a good reputation in the legal society. 

This allowed him to invest illegal money in the legal market and 

give the return of investment back to the investor, i.e. a black collar 

criminal. Money laundering is essentially based on a norm of trust: 

the black collar criminals need to hand over the money to their 

partners and trust them that they will get the return of investment 

back from the trustee. In a covert organization this cannot be 

secured by formal contracts. Therefore trust is essential. The 

network lasted for about 10 to 15 years until it collapsed. An initial 

divide went out of control. Mistrust spread rapidly through the 

whole network, generating a cascading effect through the network 

which destroyed the overall network in a violent blow-up. 

Conflicts escalated to a degree of violence that has been described 

by witnesses as a ‘rule of terror’ in which ‘old friends were killing 

each other’. In fact, many members of the network were killed. For 

the individuals involved in the situation, this ‘rule of terror’ could 

not be attributed to an individual member any more. Instead, from 

the perspective of the subjective perception of the group members 

the terror regime had to be described as governed by an invisible 

hand. Development of a conceptual model of the data revealed that 

an ambiguity in recognizing sanctions was of central importance 

for the collapse.  

4 A CONCEPTUAL MODEL 

The data is transformed in a conceptual model with a tool 

denoted as CCD (consistent conceptual description) [27,28]. The 

CCD tool provides an environment for developing a conceptual 

model by a controlled identification of condition-action sequences 

which represent the mechanisms at work in the processes described 

in the data. Empirical traceability is ensured by tracing the 

individual sequences back to text annotation in the data. Moreover; 

the CCD tool creates a code template which can be implemented in 

a simulation model. The transformation tool called CCD2DRAMS 

allows the semi-automatic transformation into a basic simulation 

model that preserves the empirical annotations during the 

simulation runs. Thus the tool provides a bridge from the evidence 

base to a simulation [28].  

To investigate the particular process of reasoning on aggression 

in sanction recognition we focus on selected elements of how an 

initial mistrust generates a positive feedback loop of conflict 

escalation. How the process starts is displayed in figure 1. It shows 

an abstract event-action sequence which is derived from the 

analysis of the data. The box with a red flag represents an event. 

The action is represented by a box with a yellow flag. Moreover, in 

bracket we see the possible type of agents that can undertake the 

action. The arrow represents the relation between the event and the 

action. This is not a deterministic relation. However, the existence 

of the condition is necessary for triggering the action. Once an 

action is performed a new situational condition is created which 

again triggers new actions.  



 
Fig. 1: Initiation of aggression  

 

In the figure, the process starts with the event that someone 

becomes disreputable which triggers the action of performing an 

act of aggression against this person. When the victim recognises 

the aggression, it needs to interpret the motivation. Here two 

options are considered as possible. This process of reasoning on 

aggression is displayed in figure 2. 

 
Fig 2: Interpretation of aggression  

 

Figure 2 shows a branching point in the interpretation: The 

perceived aggression can be interpreted either as norm 

enforcement, denoted as ‘norm of trust demanded’, or as norm 

deviation, denoted as ‘norm of trust violated’. Dependent on the 

interpretation different action possibilities are triggered. We do not 

go into the details here. However, we show an example how these 

abstract mechanisms can be traced back to the data. Starting point 

is the event that for some reasons (out of the scope of the 

investigation) some member of the organisation becomes distrusted 

(see figure 1). Empirically the spread of mistrust in the group was 

initiated by a severe aggression2:    

Annotation (perform aggressive action against member X): ”An 

attack to the life of M.” 

It remains unclear who commissioned the assassination and for 

what reason. It shall be noted that it is possible that an attack on the 

life could be the execution of a death-penalty for deviant behaviour 
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from his side such as being too greedy. In fact, some years later M. 

had been killed because he had been accused of stealing drugs. It 

remains unclear whether this was true or the drugs just got lost for 

other reasons. However, the murder shows that death penalty is a 

realistic option in the interpretation of the attack on his life. 

However, M. survived the attack which allowed him to reason on 

the aggression. This is the interpretative process displayed in 

abstract terms in figure 2. No evidence can be found in the data 

about this reasoning. However, it can be found in the data how he 

reacted.  

Annotation (member X decides to betray criminal organisation): 

Statement of V01: ”M. told the newspapers ‘about my role in the 

network’ because he thought that I wanted to kill him to get the 

money.”    

 
Fig. 3: Instantiation of a feedback loop  

 

This example provides insights into processes of reasoning 

about aggression: First, he was simply wrong in the assumption 

that this particular member of the organisation (V01) mandated the 

attack. Nevertheless it is not completely implausible consideration. 

M. was one of the black collar criminals who invested money in 

the legal market though the white collar criminals. V01 was one of 

the white collar criminals. Thus V01 possessed a considerable 

amount of drug money which he could have kept for himself if the 

investor (in this case M.) would be dead. This might be a ‘rational’ 

incentive for an assassination. Second, it can be noted that M. 

interpreted the attack on his life not as a penalty (i.e. death-penalty) 

for deviant behaviour from his side3. Instead he concluded that the 

cause of the attack was based on self-interest (the other criminal 

‘wanted his money’). Thus he interpreted the attack as norm 

deviation rather than enforcement (see figure 2). Next, he attributed 

the aggression to an individual person and started a counter-

reaction against this particular person by betraying ‘his role in the 

network’. This is an example that he interpreted the aggression as a 

violation of his trust in V01 and reacted by betraying him. This 

counter-reaction provoked further panic of other group members 

such as the one who had been reported here and brought into 

trouble. Thus his reaction caused further reasoning about the cause 

of and possible reactions to his aggression. In figure 3 it is 

indicated that this enfolds a positive feedback loop. Now a new 

member of the organization undertakes the same reasoning process, 

whether to interpret the aggression as a violation of a norm of trust 
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and how to react. Positive feedback cycles may easily become 

unstable. Thus they are a well known cause for generating strange 

systemic behaviour. Here it generated a cycle of revenge and 

counter-revenge which finally went out of control. 

5 THEORETICAL ANALYSIS 

The empirical case shows that sanction recognition remains 

ambiguous, if it cannot be secured by the state monopoly of 

violence. However, what actually are sanctions? In behavioural 

terms, sanctions belong, next to for instance war, to the very few 

occasions of socially permitted and even requested aggression. It 

can be an informal sign such as humping a horn in the case of car 

drivers, signalling their dissatisfaction with other road users. 

Aggression can also be highly regulated by legal code and eventual 

court decisions. Thus sanctioning is a form of regulated aggression 

among humans. While it may be phenomenological plausible that 

actors realize that they are victim of an aggression, further 

inference is necessary for identifying the reasons for the 

aggression. As it becomes obvious in the case of criminals, not 

every aggression is norm enforcement. For instance, stealing drugs 

is a strong temptation for criminals in the drug market. Likewise 

beating an old lady for stealing her purse is a severe norm 

deviation. Thus at least two extreme cases can be contrasted: 

1. Aggression can be self-interested norm deviation. A hold-up 

might be one example.  

2. Aggression can be socially inspired norm enforcement. 

Scolding someone for throwing trash just on the ground 

instead of using a litter bin might be but one example.  

This broad distinction is not a fine grained, comprehensive 

categorization. For instance, aggression might also be an emotional 

reaction without considering any consequences, be they personally 

or socially beneficial or not. However, inherent in sanction 

recognition is an interpretative process. Sanction recognition 

implies a necessity of reasoning about aggression: namely, 

interpretation of the motivation. Typically, this is not considered in 

normative simulation models. This leads to the question whether 

the emergence of a normative order of a code of procedure can 

emerge from the scratch. Next, a model of extended normative 

reasoning is presented.  

6 SIMULATING REASONING ON 
AGGRESSION  

The conceptual model has been transformed in an agent-based 

simulation model. Development of the simulation model has been 

undertaken in the framework of the code template generated by the 

CCD tool. The model includes the actor types Black Collar 

Criminal, White Collar Criminal and Police. Moreover, the general 

public is included as a static entity.  

A comprehensive description of the full model can be found in 

[29] but is beyond the scope of limits of this paper. For the purpose 

of demonstrating the extended normative reasoning not the entire 

model will be presented but rather how the specific normative 

aspect of sanction recognition is modeled. For this purpose two 

further cognitive concepts are of fundamental importance: 

Following [30] criminals are endowed with image and reputation. 

Both are properties expressing the standing of a criminal, the rank 

in the hierarchy in a way. Reputation is set for each criminal agent 

in the initialization of a simulation run, is known to all members of 

the criminal network and does not change in the course of time. In 

contrast, the image is information private to each criminal agent, 

i.e. each criminal agent has its own image of each fellow criminal. 

Reputation is an objective property of the criminals while image 

denotes the subjective evaluation of the fellows by each member of 

the gang. The image of an agent x in the ‘mind’ of agent y 

represents the personal experience of the agent y in the interaction 

with agent x. Reputation results from the common evaluation of an 

agent by a whole group. For instance an agent y can learn that 

agent x has a high reputation even though it might not have any 

personal experience with this agent x. Levels of image and 

reputation are ordinal scaled attributes: very high, high, modest low 

and very low. The image values do change during simulation runs: 

Whereas observation of deviant behavior decreases the image that 

the observing agent has of deviant agent, observation of acceptance 

of punishment works in the converse direction and image increases 

again. If the normative action was a norm violation, then the image 

strongly decreases (“two levels”), in the case of norm obedience 

(not shown in the decision tree) the image increases by one “level”. 

Moreover, perception of aggression as norm enforcement increases 

the image of aggressor in the ‘mind’ of the victim, whereas 

perception of aggression as norm violation decreases the image of 

the aggressor.   

The dynamics is modeled in a tick-based way. A tick represents 

one stage of action or cognition. The model starts with an initial 

normative event at the first tick regarding a random criminal. This 

is an unspecified violation of intra-organizational norms that 

stimulates the necessity of conflict regulation. This normative 

event is observed by fellow criminals which results in an 

aggression. The victim experiences the aggression and starts with 

an interpretation process. An overview of the interpretation process 

is provided in fig. 4. In fig. 4 x represents the agent that has been 

selected randomly of being accused of an unspecified norm 

violation. This is observed by the fellow criminal y which reacts by 

an aggression. Therefore y needs to interpret the aggression 

performed by y.  

 

 
Fig. 4: Interpretation of aggression 

 

The interpretation begins with the distinction whether the 

aggressor is reputable or not. In the latter case, the aggression is 

regarded as unjust which triggers an obligatory reaction in the next 

tick (C2). The agent gets in rage (emotional frame) and reacts by 

some counter-aggression. If the aggressor is judged to be reputable, 

then a normative process is performed (C1). Thus only reputable 

agents are justified to sanction. The normative process can have 

two results: either it leads to the conclusion that a norm is indeed 

demanded, persuading the criminal to obey, or that no norm is 

demanded. The second stage is reasoning about whether the 

attacked criminal might have violated a norm in the recent past 



which would have led to a sanction of another fellow criminal. The 

basic idea of this normative reasoning is quite simple: It is 

evaluated whether own actions performed in the past stand in some 

kind of temporal relationship with a normative event assigned to 

this criminal. Literally speaking the agent x checks in its memory 

whether it violated the group norms. In order to conduct this 

evaluation, each criminal can access a global event board where all 

aggressions performed by each criminal are recorded. Also the 

normative events are logged in a similar way, so that temporal 

relations between these types of events can easily be derived. The 

normative process is considered successful, if aggressions are 

found which at most 16 ticks later led to normative events (C3). 

The 16 ticks represent the length of the memory of the agent 

[comp. 19 for a similar account]. If such relations exist, the 

criminal regards a norm demanded and typically react with obeying 

to the normative request. However, even if the normative process 

failed (C4), the aggression might still be regarded as a justified 

sanction: If the attacker has a high or very high image, and the 

aggression was mild or modest (C5), then it is assumed that a norm 

is demanded as well. This cognitive heuristic has been included in 

the model to cover the possible aptitude of criminals with high 

image (and high reputation) to mitigate conflicts, either by 

mediating or by just exercising authority. If the aggression is not 

too severe the simulated criminals do not argue with the bosses.  

7 PRELIMINARY SIMULATION 
RESULTS 

During a simulation run the agents develop a personal history of 

experience with aggressions. These are interpreted differently. In 

the following screenshots of a particular run will be shown. First 

figure 5 shows the initialization of a simulation run. The number of 

reputable agents can be initialized by the user. Image is initialized 

randomly. Figure 6 shows how the simulation proceeds. Initially 

one agent has been selected randomly for the initial normative 

event. Criminal-1 is accused for an unspecified norm violation. 

This is observed by Reputable Criminal 1 which reacts by an 

aggressive act, in this case the modest aggression of an ‘outburst of 

rage’.  

 
Fig. 5: Initialization of the simulation. The user interface shows the 

network of criminals, consisting of one white collar criminal (in white), 7 

reputable and 3 ‘ordinary’ criminals. The ‘ordinary’ criminals have a red 

margin to indicate that they are in an emotional frame. The arrows represent 

the strength of the personal image of the agents. Police might interfere at 

some instance, represented by a hexagon. Additionally the public is a 

passive entity represented as a cloud.    

 

Fig. 6: Reaction on the initial unspecified norm violation of the agent 

criminal-1 by the agent reputable criminal-1.   

 

As the agent Criminal-1 survives the ‚outburst of rage‘, the 

agent recognizes the aggression and is able to reason about the 

aggression. As Reputable Criminal-1 fulfills the condition of being 

a possible normative authority (because it is a reputable agent), 

Criminal-1 checks the event board for a possible norm violation on 

its part. However, the initial event is not stored in the event board 

and the agent finds no norm demanded. This is shown in figure 7.  

Fig.7: Reasoning on aggression: While the victim of the aggression realizes 

that the aggressor is reputable and therefore legitimized to potentially 

sanction norm deviation, the victim does not find a norm violation in the 

memory. Therefore the agent does not interpret the aggression as sanction.   

 

In the next step however, the agent inspects its personal image 

of the attacker. At this moment the image is high and for this 

reason the agent obeys even though it does not find a norm 

violation. In consequence Criminal-1 updates its image value of 

Reputable Criminal-1 by increasing its image.  Reputable 

Criminal-1 is becoming a temporary normative authority for 

Criminal 1. This is shown in figure 8.  

 

Fig. 8: Final result of the interpretation of aggression. Even though the 

victim does not find a norm violation, the agent additionally checks its 

personal image of the aggressor. As the image is high, the agent 



subordinates to the authority of the aggressor and does accept the 

aggression.   

 

Table 1 shows the image values of the agent Criminal-1 in this 

run, the one randomly selected for the initial normative event. The 

agent experienced an aggression and interpreted it as sanction due 

to the image of the aggressor. As this interpretation increases the 

image of the aggressor it increases the likelihood that further 

aggression by that agent will be interpreted as sanction again. The 

agent Reputable Criminal-1 becomes a normative authority for this 

particular agent. 

 

Table 1. Development of selected image values of agent criminal-1. 

Tick Criminal 6 Reputable 

Criminal 0 

Reputable 

Criminal 1 

1 modest High High 

2 modest high high 

3 modest high high 

4 

modest high 

veryhigh 

(sanction) 

5 modest high veryhigh 

6 modest high veryhigh 

7 modest high veryhigh 

8 modest high veryhigh 

 

8 CONCLUSION AND FUTURE WORK 

Sanction recognition suffers from ambiguity. As the 

consequence recognition of a sanctioning may fail. It is empirically 

mistaken to perceive sanctioning as a basic theoretical term that 

needs no explanation. This demonstrates that it is necessary to 

include sanction recognition in a sociological analysis of norms. 

This shows that sanction recognition is a black box in normative 

agent-based models which need to be filled by intra-agent 

processes of reasoning on aggression that reflects the empirical 

finding. The gap in recognizing sanctions is overcome by 

extending normative reasoning by two branching points: first, 

agents decide whether aggression is performed by a possibly 

legitimate authority. For this reason reputation of agents is 

included. Only in that case agents continue reasoning by inspecting 

an event board whether they undertook an action which could have 

been a norm violation. If a possible norm violation is found agents 

react by an act of obedience that reflects a kind of apology. If no 

such event can be found, a second branching point is included: 

Agents may still obey if they have a high subjective image of the 

aggressor. In that case they subordinate to the aggressor by 

deciding not to dispute the action of the high ranking agent. In both 

branching points deciding to obey increases the image of the 

aggressor as a legitimate normative authority.  

A comprehensive analysis of the model’s behaviour space is 

still work in progress. For this reason only preliminary hints can be 

provided whether the emergence of a normative code of conduct is 

possible from the scratch without social structure that safeguards 

normative authorities. The emergence implies the development of 

normative authorities that are legitimized to perform acts of 

aggression. In the model these are with a high image. Figure 9 

shows first results of the development of the average image of the 

criminals during a selected different simulation run. The average 

image can have values between +2 (very high) and -2 (very low). 

The graph shows that the image does not remain stable over time. 

However, including some ups and downs Reputable Criminal-2 

performs best. Nevertheless, authority does not converge to a stable 

steady state remains fluid during the simulation. Inspection of the 

subjective image values of the agents shows that image does not 

converge between the agents.  

 

 

 
 

Fig 9: Development of average image values in a selected run. 

 

Thus, simulation runs show the development of a normative 

authority. However, this is only temporary and subjective. The 

authority need not be stable, but rather remains fluid and need not 

converge between the agents but remains ambiguous. For this 

reason authority may collapse at any time.     
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