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Abstract. Opportunism is a behavior that causes norm violation and promotes
own value. In the context of multi-agent systems, we constrain such a selfish be-
havior through setting enforcement norms. Because opportunistic behavior can-
not be observed indirectly, there has to be a monitoring mechanism that can detect
the performance of opportunistic behavior in the system. This paper provides a
logical framework based on the specification of actions to specify monitoring
aproaches for opportunism. We investigate how to evaluate agents’ actions to be
opportunistic with respect to different forms of norms when those actions cannot
be observed directly, and study how to reduce the monitoring cost for oppor-
tunism.

1 Introduction

Consider a common social scenario. A seller sells a cup to a buyer and it is known by
the seller beforehand that the cup is actually broken. The buyer buys the cup without
knowing it is broken. Since the buyer’s value gets demoted, the behavior performed
by the seller is usually forbidden by the social norm. Such a social behavior intention-
ally performed by the seller is first named opportunistic behavior (or opportunism) by
economist Williamson [10]. It is a typical social behavior that is motivated by self-
interest and takes advantage of knowledge asymmetry about the behavior to achieve
own gains, regardless of the principles [6]. This definition implies that, given a social
context, opportunistic behavior results in promoting own value while demoting social
value. Therefore, it is prohibited by norms in most societies. In the context of multiagent
systems, we constrain such a selfish behavior through setting enforcement norms, in the
sense that agents receive a corresponding sanction when they violate the norm. On the
one hand, it is important to detect it, as it has undesirable results for the participating
agents. On the other hand, as opportunism is always in the form of cheating, deception
and betrayal, meaning that the system does not know what the agent performs or even
the motivation behind it (for example, in a distributed system), opportunistic behavior
cannot be observed indirectly. Therefore, there has to be a monitoring mechanism that
can detect the performance of opportunistic behavior in the system.

This paper provides a logical framework based on the specification of actions to
monitor opportunism. In particular, we investigate how to evaluate agents’ actions to
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be opportunistic with respect to different forms of norms when those actions cannot be
observed directly, and explore how to reduce the monitoring cost for opportunism. We
study formal properties of our monitoring approaches in order to determine whether
it is effective in the sense that whenever an action is detected to be opportunistic, it
was indeed opportunistic, and that whenever an action was opportunistic, it is indeed
detected.

2 Framework

Since monitors cannot observe the performance of opportunism directly, the action can
only be identified through the information about the context where the action can be
performed and the property change in the system, which is called action specification
[8] or action description [4]. Usually an action can be specified through its precon-
dition and its effect (postcondition): the precondition specifies the scenario where the
action can be performed whereas the postcondition specifies the scenario resulting from
performing the action. For example, the action, dropping a glass to the ground, can be
specified as holding a glass as its precondition and the glass getting broken as its effect.
Therefore, we assume that every action has a pair of the form 〈ψa

p , ψ
a
e 〉, where ψa

p is the
precondition of action a and ψa

e is the effect of performing action a in the context of
ψa
p , both of which are propositional formulas. Sometimes a particular action a can have

different results depending on the context in which it is performed. Based on this idea,
we argue that action a can be represented through a set of pairsD(a) = {〈ψa

p , ψ
a
e 〉, ...},

each element indicating its precondition and its corresponding effect. The absence of a
preconditioon means that the performance of the action is not context-dependent.

In this paper, the models that we use are transition systems, which consist of agents
Agt, states S, actions Act and transitionsR between states by actions. When an action
a ∈ Act is performed in a certain state s, the system might progress to a different state
s′ in which different propositions might hold. We also extend the standard framework
with an observable accessibility relationM. Note that in this paper we don’t talk about
synchronous actions for simplifying our model, meaning that we assume there is only
one action to execute in every state. Moreover, actions are deterministic; the same action
performed in the same state will always result in the same new state. Formally,

Definition 2.1. Let Φ = {p, q, ...} be a finite set of atomic propositional variables. A
monitoring transition system over Φ is a tuple I = (Agt, S,Act, π,M,R, s0) where

– Agt is a finite set of agents;
– S is a finite set of states;
– Act is a finite set of actions;
– π : S → P(Φ) is a valuation function mapping a state to a set of propositions that

are considered to hold in that state;
– M⊆ S×S is a reflexive, transitive and symmetric binary relation between states,

that is, for all s ∈ S we have sMs; for all s, t, u ∈ S sMt and tMu imply that
sMu; and for all s, t ∈ S sMt implies tMs; sMs′ is interpreted as state s′ is
observably accessible from state s;
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– R ⊆ S × Act × S is a relation between states with actions, which we refer to as
the transition relation labelled with an action; since we have already introduced
the notion of action specification, a state transition (s, a, s′) ∈ R if there exists
a pair 〈ψa

p , ψ
a
e 〉 ∈ D(a) such that ψa

p is satisfied in state s and ψa
e is satisfied

in state s′, and both ψa
p and ψa

e are evaluated in the conventional way of classical
propositional logic; since actions are deterministic, sometimes we also denote state
s′ as s〈a〉 for which it holds that (s, a, s〈a〉) ∈ R;

– s0 ∈ S denotes the initial state.

Norms are regarded as a set of constraints on agents’ behavior. More precisely, a
norm defines whether a possible state transition by an action is considered to be illegal
or not. The same as [1], we simply consider a norm as a subset of R that is decided by
the designers of the system. Formally,

Definition 2.2 (Norm). A norm η is defined as a subset of R, i.e. η ⊆ R. Intuitively,
given a state transition (s, a, s′), (s, a, s′) ∈ η means that transition (s, a, s′) is forbid-
den by norm η. We say (s, a, s′) is an η-violation if and only if (s, a, s′) ∈ η. Otherwise,
(s, a, s′) is an η-compliant.

From the way that we define a norm, we can realize two extreme cases: if norm η is an
empty set, all the possible state transitions are η-compliant; and it is also possible that a
norm leads to states with no legal successor, which means that agents can only violate
the norm.

The logical language we use in this paper is propositional logic Lprop extended with
action modality, denoted as Lmodal. The syntax of Lmodal is defined by the following
grammar:

ϕ ::= p | ¬ϕ | ϕ1 ∨ ϕ2 | 〈a〉ϕ

where p ∈ Φ and a ∈ Act. The semantics of Lmodal are given with respect to the
satisfaction relation “�”. Given a monitoring transition system I and a state s in I, a
formula ϕ of the language can be evaluated in the following way:

– I, s � p iff p ∈ π(s);
– I, s � ¬ϕ iff I, s 6� ϕ;
– I, s � ϕ1 ∨ ϕ2 iff I, s � ϕ1 or I, s � ϕ2;
– I, s � 〈a〉ϕ iff ∃s′ such that (s, a, s′) ∈ R and I, s′ � ϕ;

Other classical logic connectives (e.g.,“∧”, “→”) are assumed to be defined as abbrevi-
ations by using ¬ and ∨ in the conventional manner. We write I � ϕ if I, s � ϕ for all
s ∈ S, and � ϕ if I � ϕ for all monitoring transition systems I.

Given the languageLmodal, a norm η can be defined in a more specific way such that
it contains all the state transitions that are forbidden by norm η. Norms are described
in various ways so that they can represent the forbidden behaviors explicitly. Below
we define three forms of norms: η(ϕ,ψ), η(ϕ, a) and η(ϕ, a, ψ), each following an
example for better understanding. Of course, it is only a choice in this paper and more
forms of norms can be described and constructed based on our logical framework.

– Norm η(ϕ,ψ) Let ϕ and ψ be two propositional formulas and I be a monitoring
transition system. A norm η(ϕ,ψ) is defined as the set ηI(ϕ,ψ) = {(s, a, s′) ∈



4 Jieting Luo, John-Jules Meyer, Max Knobbout

R | I, s � ϕ ∧ 〈a〉ψ} In the rest of the paper, we will write η(ϕ,ψ) for short. This
is the most simple form. The interpreted meaning of a norm η(ϕ,ψ) is simply that
it is forbidden to achieve ψ in the states satisfying ϕ (ϕ-state) by any actions. The
forbidden actions are implicitly indicated in this type of norms. For example, it is
forbidden to keep the light on when everybody is sleeping, no matter you turn on
the flashlight or the lamp or lighten the candle.

– Norm η(ϕ, a) Let ϕ be a propositional formula, a be an action, and I be a monitor-
ing transition system. A norm (ϕ, a) is defined as the set ηI(ϕ, a) = {(s, a′, s′) ∈
R | I, s � ϕ and a′ = a}. In the rest of the paper, we will write η(ϕ, a) for short.
The interpreted meaning of a norm η(ϕ, a) is that it is forbidden to perform action
a in a ϕ-state. This is the most common form in which the action and the context
where the action is forbidden are explicitly represented, regardless of the effect that
the action brings about. For example, it is forbidden to smoke in a non-smoking
area.

– Norm η(ϕ, a, ψ) Let ϕ and ψ be two propositional formulas, a be an action,
and I be a monitoring transition system. A norm (ϕ, a, ψ) is defined as the set
ηI(ϕ, a, ψ) = {(s, a′, s′) ∈ R | I, s � ϕ ∧ 〈a′〉ψ and a′ = a}. In the rest of
the paper, we will write η(ϕ, a, ψ) for short. The interpreted meaning of a norm
η(ϕ, a, ψ) is that it is forbidden to perform action a in ϕ-state to achieve ψ. In this
type of norms, the action, the context that the action is forbidden and the effect that
the action will bring about are all represented explicitly. For example, in China it is
forbidden to buy a house based on mortgage when you already own one.

Sometimes, propositional formula ϕ, which is indicated in three types of norms above,
is called the precondition of an action [4]. However, it should be distinguished from
the precondition ψp we introduced in action pairs. ϕ is used to characterize the con-
text where the action(s) is forbidden to perform by the system, whereas ψp is used to
represent in which situation the action can be physically performed. Certainly there are
relationships between ϕ and ψp, which will be investigated in our monitoring mecha-
nism for opportunism.

3 Defining Opportunism

Before we propose our monitoring mechanism for opportunism, we should formally
define opportunism from the perspective of the system so that the system knows what
to detect for monitoring opportunism. In our previous paper [6] we emphasizes op-
portunistic behavior is performed by intent rather than by accident. However, monitors
cannot read agents’ mental states, so for monitoring we assume that agents violate the
norms by intention from a pragmatic perspective. For example, we always assume that
speeding is performed with intention. In this paper we remove all the references to the
mental states from the formal definition of opportunism in our previous paper [6], as-
suming that the system can tell agents’ value promotion/demotion causing by an action.
In a sentence, from the perspective of the system, opportunistic behavior performed
by an agent in a social context can be simply defined as a behavior that causes norm
violations and promotes his own value.
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Opportunistic behavior results in promoting agents’ own value, which can be in-
terpreted as that opportunistic agents prefer the state that results from opportunistic
behavior rather than the initial state. For having preferences over different states, we
argue that agents always evaluate the truth value of specific propositions in those states
based on their value systems. For instance, the seller tries to see whether he gets the
money from selling a broken cup in order to have a preference on the states before and
after the transaction. After the transaction, the seller’s value gets promoted, because the
proposition he verifies (whether he gets the money) based on his value system becomes
true. Based on this interpretation, we first define a function EvalRef :

Definition 3.1 (Evaluation Reference). Let V be a set of agents’ value systems, S be a
finite set of states, andΦ be a finite set of atomic propositions, EvalRef : V×S×S → Φ
is a function named Evaluation Reference that returns a proposition an agent refers to
for specifying his preference over two states.

This function means that the proposition is dependent on the value system and the
two states. For simplicity, we assume that for value promotion the truth value of the
proposition that agents refer to changes from false to true in the state transition. For
example, assuming that proposition p represents the seller earns money, the seller pro-
motes his value in the way of bringing about p through selling a broken cup. Based on
this assumption, we can define Value Promotion, which is another important element of
opportunistic behavior.

Definition 3.2 (Value Promotion). Given two states s and s′, and an agent’s value
system V , his value gets promoted from state s to s′, denoted as s <V s′, iff s � ¬p and
s′ � p, where p = EvalRef (V, s, s′).

As we already introduced the notion of value for defining opportunism, it is natural
to extend our logical setting with value systems. We define a tuple of the form V =
(V1, V2, ..., V|Agt|) as agents’ value systems. Now the syntax of Lmodal still follows the
one we defined above, and the semantics with respect to the satisfaction relation become
of the form I, V, s � ϕ but is still defined in the same way as above.

Now we are ready to formalize opportunism from the perspective of the system.
Note that, comparing to the definition of opportunism in our previous work, we remove
all the references to mental states (knowledge, intention) because it is impossible for
monitors to detect any mental states, but we assume that the system can reason about
agents’ value promotion/demotion by an action based on the corresponding value sys-
tems. Firstly, we extend our language to also include Opportunism(η, a), and then we
extend the satisfaction relation such that the following definition holds.

Definition 3.3 (Opportunism). Given a monitoring transition system I with a value
system set V and a norm η, an action a performed by agent i in state s being oppor-
tunistic behavior is defined as follows: I, V, s � Opportunism(η, a) iff state transition
(s, a, s〈a〉) ∈ η and s <Vi s〈a〉.

Intuitively, opportunism is a state transition which is an η-violation. Besides, the state
transition also promotes the value of the agent who performs action a (agent i) by
bringing about p, which is the proposition that the agent refers to for having preference
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over state s and s〈a〉. Action a performed in state s, more essentially state transition
(s, a, s〈a〉), is opportunistic behavior from the perspective of the system. We illustrate
this definition through the following example.

Example 1 (Selling a Broken Cup). Consider the example of selling a broken cup in
Figure 1. A seller sells a cup to a buyer. It is known only by the seller beforehand that
the cup is actually broken. The buyer buys the cup, but of course gets disappointed
when he uses it. Here the state transition is denoted as (s, sell(brokencup), s′). Given
a social norm η(>, sell(brokencup)) interpreted as it is forbidden to sell broken cups
in any circumstance, the seller’s behavior violates norm η. Moreover, based on the value
system of the seller, his value gets promoted after he earns money from the transition
(EvalRef (Vs, s, s′) = hasmoney(seller), I, V, s � ¬hasmoney(seller), I, V, s′ �
hasmoney(seller)). Therefore, the seller performed opportunistic behavior to the buyer
from the perspective of the system.

Fig. 1. Opportunistic behavior of selling a broken cup

4 Monitoring Opportunism

We propose a monitoring mechanism for opportunism in this section. A monitor is
considered as an external observer that can evaluate a state transition with respect to a
given norm. However, a monitor can only verify state properties instead of observing
the performance of actions directly. Our approach to solve this problem is to check how
things change in a given state transition and reason about the action taking place in
between. Here we assume that our monitors are always correct, which means that the
verification for state properties can always be done perfectly. In general, we consider
monitoring as a matter of observing the physical world with an operator m such that
m(ϕ) is read as “ϕ is detected” for an arbitrary property ϕ.

We first define a state monitor mstate, which can evaluate the validity of a given
property in a given state. Because a monitor can be seen as an external observer that can
observe agents’ activities according to the model, we define state monitors in this paper
in a similar way as we define knowledge in epistemic logic, and correspondingly adopt
S5 properties. We extend the language to also include mstate(ϕ) and the satisfaction
relation such that the following definition holds.
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Definition 4.1 (State Monitors). Given a propositional formula ϕ, a set of value sys-
tems V and a monitoring transition system I, a state monitor mstate for ϕ over I is
defined as follows: I, V, s � mstate(ϕ) iff for all s′ sMs′ implies I, V, s′ � ϕ. Some-
times we will write mstate(ϕ) for short if clear from the context.

Note that we define state monitors with the form I, V, s � φ for being consistent with
the definitions in the rest of the paper, even though it is not relevant to value. Because
M-relation is reflexive, we have the validity � mstate(ϕ)→ ϕ, meaning that what the
state monitor detects is always considered to be true.

State monitors are the basic units in our monitoring mechanism. We can combine
state monitors to check how things change in a given state transition and evaluate it
with respect to a given set of norms. In Section 2, we introduced three forms of norms
through which certain agents’ behaviors are forbidden by the system. As we defined in
Section 3, opportunistic behavior performed by an agent is a behavior that causes norm
violations and promotes his own value, that is, opportunism is monitored with respect
to a norm and a value system of an agent. Based on this definition, we design different
monitoring opportunism approaches with respect to different forms of norms and dis-
cuss in which condition opportunism can be perfectly monitored. It is worth stressing
that one important issue of this paper is to have an effective monitoring mechanism
for opportunism in the sense that whenever an action is detected to be opportunistic, it
was indeed opportunistic, and that whenever an action was opportunistic, it is indeed
detected. Therefore, we will discuss this issue every time we propose a monitoring ap-
proach. We extend the language to also includemopp(η, a

′) and the satisfaction relation
such that the following definition holds.

Definition 4.2 (Monitoring Opportunism with Norm η(ϕ,ψ)). Given a monitoring
transition system I, a value system set V , a norm η(ϕ,ψ) and an action a′ performed
by agent i in state s, whether action a′ is opportunistic behavior can be monitored
through a combination of state monitors as follows:

I, V, s � mopp((ϕ,ψ), a
′) := mstate(ϕ) ∧ 〈a′〉mstate(ψ)

where
I � ϕ→ ¬p, I � ψ → p, and p = EvalRef (Vi, s, s〈a′〉)

In order to detect whether action a′ is opportunistic behavior in state s, we check if
the state transition (s, a′, s〈a′〉) is forbidden by norm η(ϕ,ψ): because the interpreted
meaning of norm η(ϕ,ψ) is that it is forbidden to achieve ψ in ϕ-state by any actions,
we check whether propositional formulas ϕ and ψ are successively satisfied in a state
transition. Moreover, we assume the following implications in our model that ϕ implies
¬p and ψ implies p, where proposition p is the proposition that agent i who performs
action a′ looks at based on his value system Vi. Since state s and s〈a′〉 are not given and
our monitors can only have partial information about the two states, we have a candidate
set of states for state s and a candidate set of states for state s〈a′〉 and any two states
from them satisfy the resulting property of function EvalRef , which means that given
the partial information the execution of action a′ in state s brings about p thus promoting
agent i’s value. The forbidden actions are not explicitly stated in the norm. Therefore,
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although the monitors cannot observe the performance of opportunistic behavior, it still
can be perfectly detected with respect to norm η(ϕ,ψ), which can be expressed by the
following proposition:

Proposition 4.1. Given a transition system I, a norm η(ϕ,ψ), and an action a′ per-
formed by agent i in state s, action a′ is detected to be opportunistic with respect to
η(ϕ,ψ) in state s over I if and only if action a′ was indeed opportunistic:

I, V, s � Opportunism((ϕ,ψ), a′)↔ mopp((ϕ,ψ), a
′)

Proof. It trivially holds because the monitors detect exactly what the norm indicates
and they are assumed to be correct.

Definition 4.3 (Monitoring Opportunism with Norm η(ϕ, a)). Given a monitoring
transition system I, a value system set V , a norm η(ϕ, a), and a pair 〈ψa

p , ψ
a
e 〉 of action

a (〈ψa
p , ψ

a
e 〉 ∈ D(a) and ϕ ∧ ψa

p is satisfiable on I), whether action a′ performed by
agent i in state s is opportunistic behavior can be monitored through a combination of
state monitors as follows:

I, V, s � mopp((ϕ, a), 〈ψa
p , ψ

a
e 〉, a′) := mstate(ϕ ∧ ψa

p) ∧ 〈a′〉mstate(ψ
a
e )

where

I � ϕ ∧ ψa
p → ¬p, I � ψa

e → p, and p = EvalRef (Vi, s, s〈a′〉)

In order to check whether action a′ is opportunistic behavior (violates norm η(ϕ, a) and
promotes own value), we verify if action a′ is performed in a ϕ-state. Besides, we check
if action a′ is the action that the norm explicitly states. Since the monitors cannot ob-
serve the performance of action a′, we only can identify action a′ to be possibly action
a by checking if formulas ψa

p and ψa
e are successively satisfied in the state transition

by action a′, where ψa
p is action a’s precondition and ψa

e is the corresponding effect.
Similar to norm η(ϕ,ψ), we assume that ϕ ∧ ψa

p implies ¬p and ψa
e implies p, where

p is the proposition that agent i refers to based on his value system Vi. Again, with
this approach we have a candidate set of states for state s and a candidate set of states
for state s〈a′〉 and any two states from them satisfy the resulting property of function
EvalRef , which means that given the partial information the execution of action a′ in
state s brings about p thus promoting agent i’s value.

Given a norm and an agent’s value system, we can evaluate whether a state transition
by an action is opportunistic behavior. However, since the monitors can only verify
state properties instead of observing the performance of the action directly, we cannot
guarantee that an action that is detected to be opportunistic was indeed opportunistic,
which is given by the following proposition:

Proposition 4.2. Given a monitoring transition system I, a value system set V , a norm
η(ϕ, a), a pair 〈ψa

p , ψ
a
e 〉 of action a (〈ψa

p , ψ
a
e 〉 ∈ D(a) and ϕ ∧ ψa

p is satisfiable on I),
an action a′ performed by agent i in state s, action a′ that is detected to be opportunistic
was possibly opportunistic, which is characterized as

I, V, s 2 mopp((ϕ, a), 〈ψa
p , ψ

a
e 〉, a′)→ Opportunism((ϕ, a), a′)
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Proof. This is because pair 〈ψa
p , ψ

a
e 〉might not be unique for action awithin the actions

that can be performed in ϕ-state. That is, we have a set of actions Act′ = {a′ ∈ Act |
I, V, s � mstate(ϕ ∧ ψa

p) ∧ 〈a′〉mstate(ψ
a
e )}, and action a indicated in norm η is one

of them (a ∈ Act′).

Given this problem, we want to investigate in which case or with what requirement
the action that is detected by the opportunism monitor is indeed opportunistic behavior.
We first introduce a notion of action adequacy. An action a ∈ Act is called adequate to
achieve ψ at state s ∈ S if and only if there exists a pair of 〈ψa

p , ψ
a
e 〉 in D(a) such that

I, V, s � ψa
p and I, V, s � 〈a〉(ψa

e → ψ) hold. Ad(s, ψ) is a function that maps each
state (s ∈ S) and a propositional formula ψ to a non-empty subset of actions, denoting
the actions that are adequate to achieve ψ in state s, thus we have Ad(s, ψ) ∈ P(Act).
And then we have the following proposition:

Proposition 4.3. Given a monitoring transition system I, a value system set V , a norm
η(ϕ, a), a pair 〈ψa

p , ψ
a
e 〉 of action a (〈ψa

p , ψ
a
e 〉 ∈ D(a) and ϕ ∧ ψa

p is satisfiable on I),
an action a′ performed by agent i in state s, the following statements are equivalent:

1. I, V, s � mopp((ϕ, a), 〈ψa
p , ψ

a
e 〉, a′)↔ Opportunism((ϕ, a), a′);

2. there exists only one action a ∈
⋃

s∈S′
Ad(s,>) that has pair 〈ψa

p , ψ
a
e 〉, where S′ =

{s ∈ S | I, V, s � ϕ}.

Proof. From 1 to 2: Statement 1 implies that action a′ that is detected to be opportunis-
tic was indeed opportunistic. If it holds, then a′ = a. Because we identify action a with
pair 〈ψa

p , ψ
a
e 〉, a′ = a implies that pair 〈ψa

p , ψ
a
e 〉 is unique for action a within the set of

actions
⋃

s∈S′
Ad(s,>). In other words, we cannot find one more action in

⋃
s∈S′

Ad(s,>)

that also has a pair 〈ψa
p , ψ

a
e 〉. From 2 to 1: If action pair 〈ψa

p , ψ
a
e 〉 is unique for action a

within
⋃

s∈S′
Ad(s,>), then once the pair is detected in the state transition we can deduce

that a′ = a. Hence, action a′ is indeed opportunistic behavior. And from the proof of
proposition 4.2 we can see that action a is within the set of actions that are detected to
be opportunistic, so if action a′ was opportunistic behavior then it is indeed detected.

We can also derive a practical implication from this proposition: in order to better
monitor opportunistic behavior, we should appropriately find an action pair 〈ψa

p , ψ
a
e 〉

such that the possible actions in between can be strongly restricted and minimized. As-
sume that we use monitormopp((ϕ, a), 〈>,>〉, a′), the possibility that the opportunism
monitor makes an error is extremely high, because every action that is available in ϕ-
state will be detected to be opportunistic behavior.

Definition 4.4 (Monitoring Opportunism with Norm η(ϕ, a, ψ)). Given a monitor-
ing transition system I, a value system set V , a norm η(ϕ, a, ψ), and a pair 〈ψa

p , ψ
a
e 〉 of

action a (〈ψa
p , ψ

a
e 〉 ∈ D(a) and ϕ∧ψa

p and ψ∧ψa
e are satisfiable on I), whether action

a′ performed by agent i in state s is opportunistic behavior can be monitored through
a combination of state monitors as follows:

I, V, s � mopp((ϕ, a, ψ), 〈ψa
p , ψ

a
e 〉, a′) :=

mstate(ϕ) ∧ 〈a′〉mstate(ψ) ∧mstate(ψ
a
p) ∧ 〈a′〉mstate(ψ

a
e )
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where

I � ϕ ∧ ψa
p → ¬p, I � ψ ∧ ψa

e → p, and p = EvalRef (Vi, s, s〈a′〉)

In order to check whether action a′ is opportunistic behavior (violates norm η(ϕ, a, ψ)
and promotes own value), we verify if action a′ is performed in a ϕ-state and secondly
verify if action a′ brings about ψ. Besides, as the forbidden action a is explicitly stated
in norm η, we only can identify action a′ to be possibly action a by checking if formulas
ψa
p and ψa

e are successively satisfied in the state transition by action a′, where ψa
p is

action a’s precondition and ψa
e is the corresponding effect. Similar to norm η(ϕ,ψ)

and η(ϕ, a), we assume that ϕ ∧ ψa
p implies ¬p and ψ ∧ ψa

e implies p, where p is the
proposition that agent i refers to based on his value system Vi. Again, with the partial
information our monitors have detected we have a candidate set of states for state s
and a candidate set of states for state s〈a′〉 and any two states from them satisfy the
resulting property of function EvalRef , which means that given the partial information
the execution of action a′ in state s brings about p thus promoting agent i’s value.

The same as we do with η(ϕ, a), we cannot guarantee that an action that is detected
to be opportunistic was indeed opportunistic, which is given by the following proposi-
tion:

Proposition 4.4. Given a monitoring transition system I, a value system set V , a norm
η(ϕ, a, ψ), a pair 〈ψa

p , ψ
a
e 〉 of action a (〈ψa

p , ψ
a
e 〉 ∈ D(a) and ϕ∧ψa

p and ψ∧ψa
e are sat-

isfiable on I), action a′ that is detected to be opportunistic was possibly opportunistic,
which is characterized as

I, V, s 2 mopp((ϕ, a, ψ), 〈ψa
p , ψ

a
e 〉, a′)→ Opportunism((ϕ, a, ψ), a′)

Proof. Similar to proposition 4.2, it is because pair 〈ψa
p , ψ

a
e 〉 might not be unique for

action a within the actions that can be performed in ϕ-state to achieve ψ, and action a
indicated in norm η is one of those actions.

Because in our framework the set of state transitions is finite, we can assume that
all the possible state transitions are known beforehand. As all the state transitions in
our framework are labelled with an action, we introduce a function called Al(a), which
maps each action to a non-empty subset of state transitions, denoting all the transitions
labelled with action a. Thus we have Al(a) ∈ P(R). And then we have the following
proposition:

Proposition 4.5. Given a monitoring transition system I, a value system set V , a norm
η(ϕ, a, ψ), a pair 〈ψa

p , ψ
a
e 〉 of action a (〈ψa

p , ψ
a
e 〉 ∈ D(a) and ϕ ∧ ψa

p and ψ ∧ ψa
e

are satisfiable on I), and an action a′ performed by agent i in state s, the following
statements are equivalent:

1. I, V, s � mopp((ϕ, a, ψ), 〈ψa
p , ψ

a
e 〉, a′)↔ Opportunism((ϕ, a, ψ), a′);

2. there exists only one action a ∈
⋃

s∈S′
Ad(s, ψ) that has a pair 〈ψa

p , ψ
a
e 〉, where

S′ = {s ∈ S | I, V, s � ϕ};
3. R′ = {(s, a′, s′) ∈ R | I, V, s � ϕ ∧ ψa

p ∧ 〈a′〉(ψ ∧ ψa
e )} ⊆ Al(a).
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Proof. The proof for from 1 ⇒ 2 is the same as the proof of proposition 4.3, so we
are going to prove from 2 ⇒ 3 and from 3 ⇒ 1. We can consider ψa

p and ψa
e as two

normal propositional formulas. From statement 2 it is clear that ϕ∧ ψa
p and ψ ∧ ψa

e are
successively satisfied in the state transition. From this we can divide the transitions into
two classes: one for the transitions that ϕ ∧ ψa

p and ψ ∧ ψa
e are successively satisfied

(denoted as R′), and the other do not. Since pair 〈ψa
p , ψ

a
e 〉 is unique to action a within

R′, all the transitions in R′ are labelled with action a. Therefore, R′ is a subset of
Al(a). From 2⇒ 3 is concluded. From 3⇒ 1, if all the transitions in R′ are labelled
with action a, then a′ = a and we can guarantee that action a′ is indeed opportunistic
behavior.

Example 1 (continued). We still use the example of selling a broken cup Figure 2 to
illustrate our monitoring approach. Here the state transition is denoted as (s, a′, s′)
instead of (s, sell(brokencup), s′) because the monitor cannot observe the action di-
rectly. Given a social norm η(>, sell(brokencup)) and the seller’s value system Vs, the
system checks whether the seller performed opportunistic behavior. Firstly, the mon-
itor doesn’t need to check the context where action a′ is performed because action
sell(brokencup) is forbidden in any context as norm η says. Secondly, the monitor tries
to identify if action a′ is indeed sell(brokencup) as norm η indicates: assuming that
〈hascup(seller)∧¬hasmoney(seller), hascup(buyer)∧ hasmoney(seller)〉 is the
pair we find for action sell(brokencup), we check if both I, V, s � mstate(hascup(seller))
and I, V, s′ � mstate(hascup(buyer) ∧ hasmoney(seller)) hold. Moreover, the in-
formation we had for state s and s′ implies that the seller’s value gets promoted based
on the value system Vs, as EvalRef (Vs, s, s

′) = hasmoney(seller). If they all hold,
action a′ is detected to be opportunistic behavior. As the action pair we find is unique to
action sell(brokencup), action a′ is indeed sell(brokencup) thus being opportunistic.

However, if 〈hascup(seller), hascup(buyer)〉 is the pair that we find for action
sell(brokencup), then action a′ is not necessarily sell(brokencup) because possibly
a′ = give(brokencup), meaning that 〈hascup(seller), hascup(buyer)〉 is not unique
to action sell(brokencup).

Fig. 2. Monitoring opportunism of selling a broken cup
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We proposed three approaches to monitor opportunistic behavior with respect to
three different forms of norms. Based on the definitions of three approaches, the fol-
lowing validities hold: given an action a′,

I, V � mopp((ϕ, a, ψ), 〈ψa
p , ψ

a
e 〉, a′)→ mopp((ϕ,ψ), a

′)

I, V � mopp((ϕ, a, ψ), 〈ψa
p , ψ

a
e 〉, a′)→ mopp((ϕ, a), 〈ψa

p , ψ
a
e 〉, a′)

The interpreted meaning of the first validity is that, if action a′ is detected to be op-
portunistic behavior with respect to norm η(ϕ, a, ψ), then it will be also detected to be
opportunistic behavior with respect to norm η(ϕ,ψ). Similar with the second validity.
This is simply because, the less information the norm gives, the more actions are for-
bidden to perform. The state transitions that violate norm η(ϕ, a, ψ) is the subset of
the state transitions that violate norm η(ϕ,ψ) or η(ϕ, a). This gives us an implication
that the approach to monitor opportunistic behavior with respect to η(ϕ, a, ψ) can be
used to monitor the other two ones, because η(ϕ, a) can be represented as η(ϕ, a,>)
and η(ϕ,ψ) can be represented as η(ϕ, a, ψ)(∀a ∈ Act). But there is monitoring cost
involved. Apparently the approach with respect to η(ϕ, a, ψ) is the most costly one be-
cause we need to check more things compared to the other two ones. We will study our
monitoring mechanism with cost in the next section.

5 Monitoring Cost for Opportunism

For designing a monitoring mechanism, we not only think about whether it can perfectly
detect agents’ activities, but also consider if it is possible to decrease the cost involved in
the monitoring process. In this section, we will study monitoring cost for opportunism
based on the approaches we proposed in the previous section.

There is always cost involved when we monitor something, and the cost depends on
what we want to check and how accurate the result we want to get. For example, check-
ing DNA is more expensive than checking a finger print. Our basic idea in this paper is
that a monitor is considered as an external observer to verify state properties, and that
given a set of propositional formulas X as state properties, we verify the conjunction of
formulas from X through combining state monitors. Therefore, we define monitoring
cost through a function c : Lprop → R+. Intuitively, given a state property denoted by
a propositional formula ϕ, function c(ϕ) returns a positive real number representing the
cost that it takes to verify ϕ. Such costs can be deduced from expert knowledge and are
assumed to be given.

Definition 5.1 (Monitoring Cost). Cost c over state properties Lprop is a function
c : Lprop → R+ that maps a propositional formula to a positive real number. Given
a set of propositional formulas X , we also define c(X) :=

∑
ϕ∈X c(ϕ) for having the

cost of monitoring a set X .

Given a set of propositional formulas X , the cost of monitoring X is the sum of the
cost of verifying each element in X . However, if it holds for ϕ,ϕ′ ∈ X that ϕ 6= ϕ′,
and ϕ→ ϕ′, then monitoring X\{ϕ′} is actually the same as monitoring X: when ϕ is
detected to be true,ϕ′ must be true; whenϕ is detected to be false, the conjunction based
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on X is false. But c(X\{ϕ′}) is less than c(X) if we logically assume that there is no
inference cost 1. This leads us to have the following definition Largest Non-inferential
Subset:

Definition 5.2 (Largest Non-inferential Subset). Given a monitoring transition sys-
tem I and a set of formulas X , let XI be the largest non-inferential subset such that
for all ϕ ∈ XI there is no ϕ′ ∈ XI with ϕ 6= ϕ′ such that I � ϕ→ ϕ′.

Proposition 5.1. Given a monitoring transition system I, a set of formulas X and its
largest non-inferential subset XI , it holds that c(XI) ≤ c(X).

Proof. It holds obviously because XI is a subset of X .

Therefore, given a set of propositional formulas we want to verify, we always look
for its largest non-inferential subset before checking anything in order to reduce the
monitoring cost. Certainly, there are more properties among those formulas but we leave
them for future study.

For reducing monitoring cost, it is also important to verify a set of propositional
formulas X = {ϕ1, ..., ϕn} in a certain order instead of checking each formula ϕi(1 ≤
i ≤ n) randomly. Besides, given the truth property of conjunction that a conjunction
of propositions returns false if and only if there exists at least one false proposition, we
can stop monitoring X once a proposition is detected to be false because it has already
made the conjunction false, regardless of the truth value of the rest of the propositions.
Therefore, it is sensible to sort the propositions in X in ascending order by cost before
checking anything, when the sorting cost is much lower than the monitoring cost. In
total, we have n! sequences over X . A sequence over X is denoted as λ(X) and the set
of all the sequences over X is denoted as L(X). In order to study monitoring cost with
monitoring order, we first define the function of monitoring cost for a sequence and an
ordered sequence by monitoring cost:

Definition 5.3 (Monitoring Cost for Sequences). Given a set of propositional formu-
las X = {ϕ1, ..., ϕn} and a sequence λ(X), the monitoring cost of checking λ(X) is
defined as follows:

c(λ(X)) :=

n∑
i=1

c(ϕi)di,

where

di =

{
0 if m(ϕi−1) = false or di−1 = 0 (i > 1);
1 otherwise.

With this function of monitoring cost for a sequence, the monitoring process will stop
and no more monitoring cost will have after a false proposition is detected. Given the
monitoring cost of each proposition, we can sort the propositions in X in ascending
order by monitoring cost.

1 Assuming that inference cost is lower than monitoring cost is logical, as we only need to com-
pute the inference relation among formulas in the machine while monitoring usually requires
setting up costly hardwares (such as cameras).
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Definition 5.4 (Cost Ordered Sequence). Given a set of propositional formulas X , a
cost ordered sequence Xc is a sequence over X ordered by the monitoring cost of each
element in X such that Xc ∈ L(X) and for 0 ≤ i ≤ j we have c(Xc[i]) ≤ c(Xc[j]).
In general, such a sequence is not unique because it is possible for two propositions to
have the same monitoring cost; in this case we choose one arbitrarily.

A cost ordered sequence Xc represents the monitoring order over X: we follow the
order in Xc to check the elements in X one by one. In general, we can reduce the
monitoring cost if we follow the cost ordered sequence, which is represented by the
following proposition:

Proposition 5.2. Given a set of propositional formulas X and a cost ordered sequence
Xc over X , if formulas in X are independent of each other, the expected value of the
monitoring cost ofXc is the lowest in that of any sequence overX , that is,E(c(Xc)) ≤
E(c(λ(X))), where λ(X) ∈ L(X).

Proof. Because before detecting we have no knowledge abou the truth value of the
formulas in X , the priori probability that each formula ϕ ∈ X is true is 1/2. Since
there are |X| = n propositions in X and each proposition can be detected to be true
or false, there are in total 2n scenarios about the truth value of the propositions in X ,
and the monitoring cost for each scenario can be calculated according to Definition 5.3.
Let us use Scen(X) to denote the set of all the scenarios about the truth value of the
propositions in X , and each scenario from Scen(X) denoted as ϕ̂, contains for each
proposition ϕ ∈ X either true or false. Therefore, the expected value of the monitoring
cost of any λ(X) is formalized as

E(c(λ(X))) =
1

2n

∑
ϕ̂∈Scen(X)

n∑
i=1

c(ϕi)di

=
1

2n

(
n∑

i=1

c(λ(X)[i]) +

n∑
i=1

2n−nc(λ(X)[i]) + ...+ 2n−1c(λ(X)[1])

)
,

where
n∑

i=1

c(λ(X)[i]) represents the monitoring cost for the scenario where all the

propositions are detected to be true, and
n∑

i=1

2n−nc(λ(X)[i]) represents the monitor-

ing cost for the scenario where all the propositions are detected to be true except the
last one, ..., and 2n−1c(λ(X)[1]) represents the monitoring cost for the scenarios where
the first proposition is detected to be false. From this equation we can see that the mon-
itoring cost of the propositions at the front of the sequence strongly influence the value
of E(c(λ(X))): the lower monitoring cost the propositions at the front have, the less
value E(c(λ(X))) returns. Thus, the expected value of the monitoring cost of Xc is the
lowest in all the sequences over X .

Until here we investigated monitoring cost for any finite set of formulas generally.
We can apply the above ideas to monitoring opportunism. Recall that opportunism is
monitored with respect to a norm and a value system. Given a norm η(ϕ, a, ψ) and
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a value system Vi, we evaluate a state transition (s, a′, s′) by checking whether set
X1 = {ϕ,ψa

p , p} hold in state s, and whether X2 = {ϕ,ψa
e , p} hold in state s′, where

〈ψa
p , ψ

a
e 〉 ∈ D(a) and p = EvalRef (Vi, s, s

′). Note that we cannot combine set X1 and
X2 into one set because we verify the formulas from the two sets in different states.
The inferences reltion among the formulas give rise to the relation between different
monitoring approaches.

Proposition 5.3. Given a monitoring transition system I, a value system set V , a norm
η(ϕ, a, ψ), a pair 〈ψa

p , ψ
a
e 〉 of action a (〈ψa

p , ψ
a
e 〉 ∈ D(a) and ϕ ∧ ψa

p and ψ ∧ ψa
e are

satisfiable on I), and an action a′, if I, V � (ϕ→ ψa
p) ∧ (ψ → ψa

e ), then

I, V � mopp((ϕ,ψ), a
′)→ mopp((ϕ, a, ψ), 〈ψa

p , ψ
a
e 〉, a′);

if I, V � ψa
e → ψ, then

I, V � mopp((ϕ, a), 〈ψa
p , ψ

a
e 〉, a′)→ mopp((ϕ, a, ψ), 〈ψa

p , ψ
a
e 〉, a′).

Proof. If I � (ϕ→ ψa
p) ∧ (ψ → ψa

e ) holds, we have the largest non-inferential subset
of X1, (X1)I = {ϕ}, and the largest non-inferential subset of X2, (X2)I = {ψ},
which means that we only need to verify ϕ in the initial state and ψ in the final state of
any state transition. Thus, if action a′ is detected to be opportunistic with norm η(ϕ,ψ),
it is also the case with norm η(ϕ, a, ψ). We can prove the second statement similarly.

This proposition implies that when the above inference holds we can monitor oppor-
tunism with the approach mopp((ϕ,ψ), a

′) (or mopp((ϕ, a), 〈ψa
p , ψ

a
e 〉, a′)) rather than

mopp((ϕ, a, ψ), 〈ψa
p , ψ

a
e 〉, a′) for saving monitoring cost.

Together with our general ideas about monitoring cost, we propose the following
steps to monitor opportunism: given a monitoring transition system I, a value system
set V , a norm η(ϕ, (a), (ψ)) in any form, a pair 〈ψa

p , ψ
a
e 〉 and an action a′ performed

by agent i in state s, in order to check whether action a′ is opportunistic behavior,

1. Check if there is any inference in I, V among the formulas we need to verify in state
s X1 = {ϕ,ψa

p , p} and s〈a′〉 X2 = {ϕ,ψa
e , p}, find out the largest non-inferential

subsets (X1)I and (X2)I , and choose the corresponding monitoring approach;
2. Arrange all the formulas from (X1)I and (X2)I in a sequence ordered by monitor-

ing cost ((X1)I ∪ (X2)I)c;
3. Verify all the formulas from ((X1)I ∪ (X2)I)c one by one; when one formula is

detected to be false, the monitoring process stops and action a′ is detected not to be
opportunistic behavior; otherwise, it is detected to be opportunistic behavior.

With the above steps, the monitoring cost for opportunism can be reduced in general
when the monitoring is performed for lots of times. For a single time of monitoring, we
still cannot guarantee that the monitoring cost is reduced with the above steps, as pos-
sibly (only) the last formula in the sequence ordered by cost is detected to be false, for
which the monitoring cost is the highest compared to any sequence ordered at random.
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6 RELATED WORK

Opportunism is a social and economic concept proposed by economist Williamson [10].
The investigation of opportunism in multi-agent system is still new. [6] proposes a for-
mal definition of opportunism based on situation calculus, which forms a theoretical
foundation for any further study related to opportunism. Compared to the definition
in [6], we remove all the references to mental states for proposing our monitoring ap-
proaches, but still captures norm violation and agents’ own-value promotion that the
system can recognize and reason about.

The specification of actions is a crucial element in our framework and monitoring
mechanism. In general, it consists of the precondition of an action that specifies when
the action can be carried out and the effect of an action that specifies the resulting state.
A lot of logic formalisms are constructed based on this idea, such as Hoare logic [5]
and the situation calculus [7]. In Hoare logic, the execution of a program is described
through Hoare triple {P}C{Q}, where C is a program, P is the precondition and Q
is the postcondition, which is quite close to our approach of action pair 〈ψa

p , ψ
a
e 〉. In

the situation calculus, the effect of action is specified through successor state axioms,
which consist of positive consequences and negative consequences.

Our work is also related to norm violation monitoring. Norms have been used as a
successful approach to regulate and organize agents’ behaviors [9]. There are various
ways of the specification of norms and norm violations such as [2]. Similar to [1], we
only consider a norm as a subset of all possible system behaviors. About norm viola-
tion monitoring, [3] proposes a general monitoring mechanism for the situation where
agents’ behaviors cannot be perfectly monitored. Our work is strongly inspired by them,
but we focus on the situation where agents’ actions cannot be observed directly but can
be reasoned about through checking how things change, assuming state properties can
be perfectly verified.

7 CONCLUSION

Opportunism is a behavior that causes norm violation and promotes agents’ own value.
In order to monitor its performance in the system, we developed a logical framework
based on the specification of actions. In particular, we investigated how to evaluate
agents’ actions to be opportunistic with respect to different forms of norms when those
actions cannot be observed directly, and studied how to reduce the monitoring cost
for opportunism. We proved formal properties aiming at having an effective and cost-
saving monitoring mechanism for opportunism. Future work can be done on value: in
our monitoring approaches it is assumed that we can reason whether an action pro-
motes/demotes the value with a value system and how things change by the action, but
a value system is still like a black box that we still don’t know how the propositions we
detect relate to a value system. Moreover, in our framework every state transition is la-
belled with an action and an agent. We can improve the effectiveness of our monitoring
mechanism by attaching capability to agents. In this way, given an agent with its capa-
bility, the possible actions that were performed by the agent can be eliminated. About
reducing monitoring cost, more properties among formulas can be studied together with
the relations among the formulas we detect for monitoring opportunism.
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